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• LLMs as Agents, which can assist humans

Please make a travel 
plan to Paris for me.

Sure, here is a 
travel plan to Paris

…

Please help me buy a 
desk on Amazon.

Search on Amazon

Choose the item

Send the bill to user

• Agents are aligned to be helpful and harmless

Please kill humanity.

Sorry, I cannot fulfill 
that request!

Please kill that person?

Sure, I will fulfill your 
request

Select the weapon

Attack the humans 

Jailbreak

• Multi-agents: Agents can collaborate/communicate
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CurrentPlease build a software 

for me.

You are in-charge of A 
task

You are in-charge of B 
task

• Multi-agents can also be attacked

<latexit sha1_base64="X7kPtBufexJ/pjs3OZzaQLVf1Ds=">AAAB9XicbVA9SwNBEJ2LXzF+RS1tFoNgddyJRMugjZVEMCaQO8LeZi9Zsvfh7pwQjvwJGwstxdb/Yue/cZNcoYkPBh7vzTAzL0il0Og431ZpZXVtfaO8Wdna3tndq+4fPOgkU4y3WCIT1Qmo5lLEvIUCJe+kitMokLwdjK6nfvuJKy2S+B7HKfcjOohFKBhFI3U8FBHX5LZXrTm2MwNZJm5BalCg2at+ef2EZRGPkUmqddd1UvRzqlAwyScVL9M8pWxEB7xraEzNGj+f3TshJ0bpkzBRpmIkM/X3RE4jrcdRYDojikO96E3F/7xuhuGln4s4zZDHbL4ozCTBhEyfJ32hOEM5NoQyJcythA2pogxNRBUTgrv48jLxzmy3btdt13Fs9+681rgqQinDERzDKbhwAQ24gSa0gIGEZ3iFN+vRerHerY95a8kqZg7hD6zPHzuikPc=</latexit>⇥N

The hacker jailbreaks agents one by one. When N is very large?
• Introduce infectious jailbreak

Please kill humanity.

Please kill humanity.

…
<latexit sha1_base64="X7kPtBufexJ/pjs3OZzaQLVf1Ds=">AAAB9XicbVA9SwNBEJ2LXzF+RS1tFoNgddyJRMugjZVEMCaQO8LeZi9Zsvfh7pwQjvwJGwstxdb/Yue/cZNcoYkPBh7vzTAzL0il0Og431ZpZXVtfaO8Wdna3tndq+4fPOgkU4y3WCIT1Qmo5lLEvIUCJe+kitMokLwdjK6nfvuJKy2S+B7HKfcjOohFKBhFI3U8FBHX5LZXrTm2MwNZJm5BalCg2at+ef2EZRGPkUmqddd1UvRzqlAwyScVL9M8pWxEB7xraEzNGj+f3TshJ0bpkzBRpmIkM/X3RE4jrcdRYDojikO96E3F/7xuhuGln4s4zZDHbL4ozCTBhEyfJ32hOEM5NoQyJcythA2pogxNRBUTgrv48jLxzmy3btdt13Fs9+681rgqQinDERzDKbhwAQ24gSa0gIGEZ3iFN+vRerHerY95a8kqZg7hD6zPHzuikPc=</latexit>⇥N

…

Attack humans

Attack humans

Agents could be jailbroken to complete the malicious intention

Attack the humans.

Attack the humans.

• How to implement infectious jailbreak

Virus could be 
text, image, etc.

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

Cumulative
Current

0 8 16 24 32
Chat Round t

0

20

40

60

80

100

In
fe

ct
io

n
R

at
io

p t
(%

)

p22 = 96.23%

Cumulative
Current

Infectious dynamics

= (   ,     ;        ,     )
Agent MLLM RAG Histories Album

<latexit sha1_base64="3CmnNBpxfGhWjnoK0RXqIrvpY1k="></latexit>

G
<latexit sha1_base64="ErcYKzgb7dxVWxnwMnI+TJ4FstE="></latexit>

M
<latexit sha1_base64="dA8M61IyKhfhQHLDZjfiDHDTqv4="></latexit>

R
<latexit sha1_base64="WbqMPAFAVy8TCfwHdV9rBKrqAYY="></latexit>

H
<latexit sha1_base64="pbrVgN7WZxaMjLBpO7qjwwocXww="></latexit>

B

Single-Agent

<latexit sha1_base64="jTYeyD/rUDIo3VWAGsbXjKE/O0M="></latexit>oN

n=1

<latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n
<latexit sha1_base64="m9+kD3wFb3qSs4Jp2U6ja4R+kVU="></latexit>n

Random
Partition

<latexit sha1_base64="bE6vPGyypJc1VLGe640FwFhsRz4="></latexit>

Jt

<latexit sha1_base64="lAXI9Ubr28lm4V4HhN0yB66cI24="></latexit>

t -th Chat Round <latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n <latexit sha1_base64="bVl1MSJ8q+EASk3dpofPM0MlePA="></latexit>oN
2

k=1
<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k

<latexit sha1_base64="UXMWObUTp3NE3gEA2Y83rCI4mtQ="></latexit>

Q

<latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n <latexit sha1_base64="bVl1MSJ8q+EASk3dpofPM0MlePA="></latexit>oN
2

k=1
<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k

<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A

Pairwise Chat

Multi-Agent

<latexit sha1_base64="UXMWObUTp3NE3gEA2Y83rCI4mtQ="></latexit>

Q

<latexit sha1_base64="uy39Dr3ds7KmTpNnttn4qE5FHhQ=">AAAB93icbVA9T8MwFHwpX6V8FRhZLCokpshBqDBWsDAWiUJFE1WO67RWHSeyHaQq6r9gYYARsfJX2Pg3OG0GaDnJ0unuPfnehang2mD87VRWVtfWN6qbta3tnd29+v7BvU4yRVmHJiJR3ZBoJrhkHcONYN1UMRKHgj2E4+vCf3hiSvNE3plJyoKYDCWPOCXGSo9+TMwojPL2tF9vYBfPgJaJV5IGlGj361/+IKFZzKShgmjd83Bqgpwow6lg05qfaZYSOiZD1rNUkpjpIJ8lnqITqwxQlCj7pEEz9fdGTmKtJ3FoJ4uEetErxP+8XmaiyyDnMs0Mk3T+UZQJZBJUnI8GXDFqxMQSQhW3WREdEUWosSXVbAne4snLxD9zvabbdD2MXe/2vNG6KkupwhEcwyl4cAEtuIE2dICChGd4hTdHOy/Ou/MxH6045c4h/IHz+QNXL5I1</latexit>

P

<latexit sha1_base64="+cDxueKgMu4EZOtR8PBx6Y/FBhw=">AAAB+HicbVBNS8NAEN3Ur1q/qh69LBbBU0hEqseiF48VrC0koWy2m3bpZjfsTgol9Gd48aBH8epP8ea/cdvmoNUHA4/3ZpiZF2eCG/C8L6eytr6xuVXdru3s7u0f1A+PHo3KNWUdqoTSvZgYJrhkHeAgWC/TjKSxYN14fDv3uxOmDVfyAaYZi1IylDzhlICVgnBCtFQw4nLYrzc811sA/yV+SRqoRLtf/wwHiuYpk0AFMSbwvQyigmjgVLBZLcwNywgdkyELLJUkZSYqFifP8JlVBjhR2pYEvFB/ThQkNWaaxrYzJTAyq95c/M8Lckiuo4LLLAcm6XJRkgsMCs//xwOuGQUxtYRQze2tmI6IJhRsSjUbgr/68l8SXrh+0226vue5/v1lo3VThlJFJ+gUnSMfXaEWukNt1EEUKfSEXtCrA86z8+a8L1srTjlzjH7B+fgGT1aSxQ==</latexit>?
<latexit sha1_base64="OVBKYeHOsimUtVkTohEawm8EbR8=">AAACE3icbVC7TsMwFHV4lvIqMLJEFCSmKEGoMFawsCC1EqWVmlA57m1r1XnIvkFUUX6AhV9hYYARsbKw8Tc4bQdoOZKlo3PutY+PHwuu0La/jYXFpeWV1cJacX1jc2u7tLN7q6JEMmiwSESy5VMFgofQQI4CWrEEGvgCmv7wMveb9yAVj8IbHMXgBbQf8h5nFLXUKR264ztSXySQuQHFAaMivc7uUhfhAWWQ1rOsUyrblj2GOU+cKSmTKWqd0pfbjVgSQIhMUKXajh2jl1KJnAnIim6iIKZsSPvQ1jSkASgvHSfJzCOtdM1eJPUJ0RyrvzdSGig1Cnw9medVs14u/ue1E+ydeykP4wQhZJOHeokwMTLzaswul8BQjDShTHKd1WQDKilDXWBRl+DMfnmeuCeWU7EqlmPbllM/LVcvpqUUyD45IMfEIWekSq5IjTQII4/kmbySN+PJeDHejY/J6IIx3dkjf2B8/gCqZZ6J</latexit>

MQ
<latexit sha1_base64="zcK7maGYRdvcvDpE7zrPML9Ubbc=">AAACEXicbVA9T8MwFHT4LOWrwMgStUJiihKECmMFC2OLKK3UhMpxX1urzofsF0QVZWfhr7AwwIhY2dj4N7hpB2g5ydLp7j37fH4suELb/jaWlldW19YLG8XNre2d3dLe/q2KEsmgySIRybZPFQgeQhM5CmjHEmjgC2j5o8uJ37oHqXgU3uA4Bi+gg5D3OaOopW6p7OZ3pL5IIHMDikNGRXqd3aUuwgOmjSzrliq2ZecwF4kzIxUyQ71b+nJ7EUsCCJEJqlTHsWP0UiqRMwFZ0U0UxJSN6AA6moY0AOWleY7MPNJKz+xHUp8QzVz9vZHSQKlx4OvJSVo1703E/7xOgv1zL+VhnCCEbPpQPxEmRuakGLPHJTAUY00ok1xnNdmQSspQ11fUJTjzX14k7onlVK2q5di25TROK7WLWSkFckjK5Jg45IzUyBWpkyZh5JE8k1fyZjwZL8a78TEdXTJmOwfkD4zPH/NZnZs=</latexit>

RQ

:
No input

image

“Select an image description”

<latexit sha1_base64="6C1JN6ZstJxQ8dO+JcTH8/arBkE="></latexit>

BQ

“Ask a question”

<latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

<latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

<latexit sha1_base64="OVBKYeHOsimUtVkTohEawm8EbR8=">AAACE3icbVC7TsMwFHV4lvIqMLJEFCSmKEGoMFawsCC1EqWVmlA57m1r1XnIvkFUUX6AhV9hYYARsbKw8Tc4bQdoOZKlo3PutY+PHwuu0La/jYXFpeWV1cJacX1jc2u7tLN7q6JEMmiwSESy5VMFgofQQI4CWrEEGvgCmv7wMveb9yAVj8IbHMXgBbQf8h5nFLXUKR264ztSXySQuQHFAaMivc7uUhfhAWWQ1rOsUyrblj2GOU+cKSmTKWqd0pfbjVgSQIhMUKXajh2jl1KJnAnIim6iIKZsSPvQ1jSkASgvHSfJzCOtdM1eJPUJ0RyrvzdSGig1Cnw9medVs14u/ue1E+ydeykP4wQhZJOHeokwMTLzaswul8BQjDShTHKd1WQDKilDXWBRl+DMfnmeuCeWU7EqlmPbllM/LVcvpqUUyD45IMfEIWekSq5IjTQII4/kmbySN+PJeDHejY/J6IIx3dkjf2B8/gCqZZ6J</latexit>

MQ

<latexit sha1_base64="u0x6eI8c4DMRTAQOllPzk94qDlU=">AAAB93icbVDLSsNAFL2pr1pfVZduBovgKiQi1WXRjcsK9oFNKJPppB06mYSZiVBC/8KNC12KW3/FnX/jJM1CWw8MHM65lzn3BAlnSjvOt1VZW9/Y3Kpu13Z29/YP6odHXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09vc7z1RqVgsHvQsoX6Ex4KFjGBtpEcvwnoShFl3Pqw3HNspgFaJW5IGlGgP61/eKCZpRIUmHCs1cJ1E+xmWmhFO5zUvVTTBZIrHdGCowBFVflYknqMzo4xQGEvzhEaF+nsjw5FSsygwk3lCtezl4n/eINXhtZ8xkaSaCrL4KEw50jHKz0cjJinRfGYIJpKZrIhMsMREm5JqpgR3+eRV4l3YbtNu2q7j2O79ZaN1U5ZShRM4hXNw4QpacAdt6AABAc/wCm+Wsl6sd+tjMVqxyp1j+APr8wdgcZI7</latexit>

V
<latexit sha1_base64="vjFp+RWQhALc5s/MykVqY9E1gDQ=">AAAB93icbVBNS8NAFHypX7V+VT16WSyCp5CIVI9FLx5bMLbYhLLZbtqlm03Y3Qgl9F948aBH8epf8ea/cdPmoK0DC8PMe+y8CVPOlHacb6uytr6xuVXdru3s7u0f1A+PHlSSSUI9kvBE9kKsKGeCepppTnuppDgOOe2Gk9vC7z5RqVgi7vU0pUGMR4JFjGBtpEc/xnocRnlnNqg3HNuZA60StyQNKNEe1L/8YUKymApNOFaq7zqpDnIsNSOczmp+pmiKyQSPaN9QgWOqgnyeeIbOjDJEUSLNExrN1d8bOY6VmsahmSwSqmWvEP/z+pmOroOciTTTVJDFR1HGkU5QcT4aMkmJ5lNDMJHMZEVkjCUm2pRUMyW4yyevEv/Cdpt203Ydx3Y7l43WTVlKFU7gFM7BhStowR20wQMCAp7hFd4sZb1Y79bHYrRilTvH8AfW5w9YupI2</latexit>

Q

<latexit sha1_base64="0/cuqgsRXJGf1HKpNyytGMabgTM="></latexit>

SV
<latexit sha1_base64="t7A2XygNBPO4bjvLIkFdV+rqiPA="></latexit>

SQ

<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A

<latexit sha1_base64="x23sQxm/FM3m7uxHUJyH1vkaetE="></latexit>

H
A

:

“Answer the question about the image”

<latexit sha1_base64="u0x6eI8c4DMRTAQOllPzk94qDlU=">AAAB93icbVDLSsNAFL2pr1pfVZduBovgKiQi1WXRjcsK9oFNKJPppB06mYSZiVBC/8KNC12KW3/FnX/jJM1CWw8MHM65lzn3BAlnSjvOt1VZW9/Y3Kpu13Z29/YP6odHXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09vc7z1RqVgsHvQsoX6Ex4KFjGBtpEcvwnoShFl3Pqw3HNspgFaJW5IGlGgP61/eKCZpRIUmHCs1cJ1E+xmWmhFO5zUvVTTBZIrHdGCowBFVflYknqMzo4xQGEvzhEaF+nsjw5FSsygwk3lCtezl4n/eINXhtZ8xkaSaCrL4KEw50jHKz0cjJinRfGYIJpKZrIhMsMREm5JqpgR3+eRV4l3YbtNu2q7j2O79ZaN1U5ZShRM4hXNw4QpacAdt6AABAc/wCm+Wsl6sd+tjMVqxyp1j+APr8wdgcZI7</latexit>

V

<latexit sha1_base64="vjFp+RWQhALc5s/MykVqY9E1gDQ=">AAAB93icbVBNS8NAFHypX7V+VT16WSyCp5CIVI9FLx5bMLbYhLLZbtqlm03Y3Qgl9F948aBH8epf8ea/cdPmoK0DC8PMe+y8CVPOlHacb6uytr6xuVXdru3s7u0f1A+PHlSSSUI9kvBE9kKsKGeCepppTnuppDgOOe2Gk9vC7z5RqVgi7vU0pUGMR4JFjGBtpEc/xnocRnlnNqg3HNuZA60StyQNKNEe1L/8YUKymApNOFaq7zqpDnIsNSOczmp+pmiKyQSPaN9QgWOqgnyeeIbOjDJEUSLNExrN1d8bOY6VmsahmSwSqmWvEP/z+pmOroOciTTTVJDFR1HGkU5QcT4aMkmJ5lNDMJHMZEVkjCUm2pRUMyW4yyevEv/Cdpt203Ydx3Y7l43WTVlKFU7gFM7BhStowR20wQMCAp7hFd4sZb1Y79bHYrRilTvH8AfW5w9YupI2</latexit>

Q
<latexit sha1_base64="H4sMBDAOdTaLOET3EQZqyuyTb74=">AAAB93icbVA9T8MwFHwpX6V8FRhZLCokpihBqDAWWBiLRGlFE1WO67RWHSeyHaQqyr9gYYARsfJX2Pg3OG0GaDnJ0unuPfneBQlnSjvOt1VZWV1b36hu1ra2d3b36vsHDypOJaEdEvNY9gKsKGeCdjTTnPYSSXEUcNoNJjeF332iUrFY3OtpQv0IjwQLGcHaSI9ehPU4CLOrfFBvOLYzA1ombkkaUKI9qH95w5ikERWacKxU33US7WdYakY4zWteqmiCyQSPaN9QgSOq/GyWOEcnRhmiMJbmCY1m6u+NDEdKTaPATBYJ1aJXiP95/VSHl37GRJJqKsj8ozDlSMeoOB8NmaRE86khmEhmsiIyxhITbUqqmRLcxZOXiXdmu027abuOY7t3543WdVlKFY7gGE7BhQtowS20oQMEBDzDK7xZynqx3q2P+WjFKncO4Q+szx9ACpIm</latexit>

A

<latexit sha1_base64="PBjUCzBg2qHKlhH8TQviWOcuw8c="></latexit>

SA

Updating memory

Enqueue

Enqueue <latexit sha1_base64="x23sQxm/FM3m7uxHUJyH1vkaetE="></latexit>

H
A

Enqueue <latexit sha1_base64="tYb2DBuFqWqlX8brJSxigA4h5Cc="></latexit>

BA

<latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

<latexit sha1_base64="VZXBriT8a53LPH0gU6hx7j+sSNI=">AAACD3icbVA9SwNBEN3zM8avqKXNYhAs5LgTiZZRG8sEjAncHWFvs5cs2ftgd04Mx7U2/hUbCy3F1tbOf+MmOUETHww83pthZp6fCK7Asr6MhcWl5ZXV0lp5fWNza7uys3ur4lRS1qKxiGXHJ4oJHrEWcBCsk0hGQl+wtj+8GvvtOyYVj6MbGCXMC0k/4gGnBLTUrWDHDQkM/CBr5i6we5Bhdpz/aBe5161ULdOaAM8TuyBVVKDRrXy6vZimIYuACqKUY1sJeBmRwKlgedlNFUsIHZI+czSNSMiUl00+yfGhVno4iKWuCPBE/T2RkVCpUejrzvGJatYbi/95TgrBuZfxKEmBRXS6KEgFhhiPY8E9LhkFMdKEUMn1rZgOiCQUdHhlHYI9+/I8cU9Mu2bWTNuyTLt5Wq1fFqGU0D46QEfIRmeojq5RA7UQRQ/oCb2gV+PReDbejPdp64JRzOyhPzA+vgFodZwm</latexit>

[Q,A]

<latexit sha1_base64="VZXBriT8a53LPH0gU6hx7j+sSNI=">AAACD3icbVA9SwNBEN3zM8avqKXNYhAs5LgTiZZRG8sEjAncHWFvs5cs2ftgd04Mx7U2/hUbCy3F1tbOf+MmOUETHww83pthZp6fCK7Asr6MhcWl5ZXV0lp5fWNza7uys3ur4lRS1qKxiGXHJ4oJHrEWcBCsk0hGQl+wtj+8GvvtOyYVj6MbGCXMC0k/4gGnBLTUrWDHDQkM/CBr5i6we5Bhdpz/aBe5161ULdOaAM8TuyBVVKDRrXy6vZimIYuACqKUY1sJeBmRwKlgedlNFUsIHZI+czSNSMiUl00+yfGhVno4iKWuCPBE/T2RkVCpUejrzvGJatYbi/95TgrBuZfxKEmBRXS6KEgFhhiPY8E9LhkFMdKEUMn1rZgOiCQUdHhlHYI9+/I8cU9Mu2bWTNuyTLt5Wq1fFqGU0D46QEfIRmeojq5RA7UQRQ/oCb2gV+PReDbejPdp64JRzOyhPzA+vgFodZwm</latexit>

[Q,A]

<latexit sha1_base64="u0x6eI8c4DMRTAQOllPzk94qDlU=">AAAB93icbVDLSsNAFL2pr1pfVZduBovgKiQi1WXRjcsK9oFNKJPppB06mYSZiVBC/8KNC12KW3/FnX/jJM1CWw8MHM65lzn3BAlnSjvOt1VZW9/Y3Kpu13Z29/YP6odHXRWnktAOiXks+wFWlDNBO5ppTvuJpDgKOO0F09vc7z1RqVgsHvQsoX6Ex4KFjGBtpEcvwnoShFl3Pqw3HNspgFaJW5IGlGgP61/eKCZpRIUmHCs1cJ1E+xmWmhFO5zUvVTTBZIrHdGCowBFVflYknqMzo4xQGEvzhEaF+nsjw5FSsygwk3lCtezl4n/eINXhtZ8xkaSaCrL4KEw50jHKz0cjJinRfGYIJpKZrIhMsMREm5JqpgR3+eRV4l3YbtNu2q7j2O79ZaN1U5ZShRM4hXNw4QpacAdt6AABAc/wCm+Wsl6sd+tjMVqxyp1j+APr8wdgcZI7</latexit>

V

Agent-agent 
communication

= (     ,     ;     ,     )
Agent

<latexit sha1_base64="3CmnNBpxfGhWjnoK0RXqIrvpY1k="></latexit>

G
<latexit sha1_base64="ErcYKzgb7dxVWxnwMnI+TJ4FstE="></latexit>

M
MLLM RAG Histories Album

<latexit sha1_base64="dA8M61IyKhfhQHLDZjfiDHDTqv4="></latexit>

R
<latexit sha1_base64="WbqMPAFAVy8TCfwHdV9rBKrqAYY="></latexit>

H
<latexit sha1_base64="pbrVgN7WZxaMjLBpO7qjwwocXww="></latexit>

B

<latexit sha1_base64="jTYeyD/rUDIo3VWAGsbXjKE/O0M="></latexit>oN

n=1

<latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n
<latexit sha1_base64="m9+kD3wFb3qSs4Jp2U6ja4R+kVU="></latexit>n

Random
Partition

<latexit sha1_base64="bE6vPGyypJc1VLGe640FwFhsRz4="></latexit>

Jt

<latexit sha1_base64="lAXI9Ubr28lm4V4HhN0yB66cI24="></latexit>

t-th Chat Round <latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n <latexit sha1_base64="bVl1MSJ8q+EASk3dpofPM0MlePA="></latexit>oN
2

k=1

<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k
<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k

<latexit sha1_base64="UXMWObUTp3NE3gEA2Y83rCI4mtQ="></latexit>

Q

<latexit sha1_base64="L7LMveaHlUvPT08Spm4+n8ynHA4="></latexit>n <latexit sha1_base64="bVl1MSJ8q+EASk3dpofPM0MlePA="></latexit>oN
2

k=1

<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k
<latexit sha1_base64="FK4Gji7UaYqdMzRM2I4wjqMs9sQ="></latexit>

k

<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A

Pairwise Chat
<latexit sha1_base64="UXMWObUTp3NE3gEA2Y83rCI4mtQ="></latexit>

Q

<latexit sha1_base64="uy39Dr3ds7KmTpNnttn4qE5FHhQ=">AAAB93icbVA9T8MwFHwpX6V8FRhZLCokpshBqDBWsDAWiUJFE1WO67RWHSeyHaQq6r9gYYARsfJX2Pg3OG0GaDnJ0unuPfnehang2mD87VRWVtfWN6qbta3tnd29+v7BvU4yRVmHJiJR3ZBoJrhkHcONYN1UMRKHgj2E4+vCf3hiSvNE3plJyoKYDCWPOCXGSo9+TMwojPL2tF9vYBfPgJaJV5IGlGj361/+IKFZzKShgmjd83Bqgpwow6lg05qfaZYSOiZD1rNUkpjpIJ8lnqITqwxQlCj7pEEz9fdGTmKtJ3FoJ4uEetErxP+8XmaiyyDnMs0Mk3T+UZQJZBJUnI8GXDFqxMQSQhW3WREdEUWosSXVbAne4snLxD9zvabbdD2MXe/2vNG6KkupwhEcwyl4cAEtuIE2dICChGd4hTdHOy/Ou/MxH6045c4h/IHz+QNXL5I1</latexit>

P

<latexit sha1_base64="+cDxueKgMu4EZOtR8PBx6Y/FBhw=">AAAB+HicbVBNS8NAEN3Ur1q/qh69LBbBU0hEqseiF48VrC0koWy2m3bpZjfsTgol9Gd48aBH8epP8ea/cdvmoNUHA4/3ZpiZF2eCG/C8L6eytr6xuVXdru3s7u0f1A+PHo3KNWUdqoTSvZgYJrhkHeAgWC/TjKSxYN14fDv3uxOmDVfyAaYZi1IylDzhlICVgnBCtFQw4nLYrzc811sA/yV+SRqoRLtf/wwHiuYpk0AFMSbwvQyigmjgVLBZLcwNywgdkyELLJUkZSYqFifP8JlVBjhR2pYEvFB/ThQkNWaaxrYzJTAyq95c/M8Lckiuo4LLLAcm6XJRkgsMCs//xwOuGQUxtYRQze2tmI6IJhRsSjUbgr/68l8SXrh+0226vue5/v1lo3VThlJFJ+gUnSMfXaEWukNt1EEUKfSEXtCrA86z8+a8L1srTjlzjH7B+fgGT1aSxQ==</latexit>?
<latexit sha1_base64="OVBKYeHOsimUtVkTohEawm8EbR8=">AAACE3icbVC7TsMwFHV4lvIqMLJEFCSmKEGoMFawsCC1EqWVmlA57m1r1XnIvkFUUX6AhV9hYYARsbKw8Tc4bQdoOZKlo3PutY+PHwuu0La/jYXFpeWV1cJacX1jc2u7tLN7q6JEMmiwSESy5VMFgofQQI4CWrEEGvgCmv7wMveb9yAVj8IbHMXgBbQf8h5nFLXUKR264ztSXySQuQHFAaMivc7uUhfhAWWQ1rOsUyrblj2GOU+cKSmTKWqd0pfbjVgSQIhMUKXajh2jl1KJnAnIim6iIKZsSPvQ1jSkASgvHSfJzCOtdM1eJPUJ0RyrvzdSGig1Cnw9medVs14u/ue1E+ydeykP4wQhZJOHeokwMTLzaswul8BQjDShTHKd1WQDKilDXWBRl+DMfnmeuCeWU7EqlmPbllM/LVcvpqUUyD45IMfEIWekSq5IjTQII4/kmbySN+PJeDHejY/J6IIx3dkjf2B8/gCqZZ6J</latexit>

MQ
<latexit sha1_base64="zcK7maGYRdvcvDpE7zrPML9Ubbc=">AAACEXicbVA9T8MwFHT4LOWrwMgStUJiihKECmMFC2OLKK3UhMpxX1urzofsF0QVZWfhr7AwwIhY2dj4N7hpB2g5ydLp7j37fH4suELb/jaWlldW19YLG8XNre2d3dLe/q2KEsmgySIRybZPFQgeQhM5CmjHEmjgC2j5o8uJ37oHqXgU3uA4Bi+gg5D3OaOopW6p7OZ3pL5IIHMDikNGRXqd3aUuwgOmjSzrliq2ZecwF4kzIxUyQ71b+nJ7EUsCCJEJqlTHsWP0UiqRMwFZ0U0UxJSN6AA6moY0AOWleY7MPNJKz+xHUp8QzVz9vZHSQKlx4OvJSVo1703E/7xOgv1zL+VhnCCEbPpQPxEmRuakGLPHJTAUY00ok1xnNdmQSspQ11fUJTjzX14k7onlVK2q5di25TROK7WLWSkFckjK5Jg45IzUyBWpkyZh5JE8k1fyZjwZL8a78TEdXTJmOwfkD4zPH/NZnZs=</latexit>

RQ

:
No input

image

“Select an image description”

<latexit sha1_base64="6C1JN6ZstJxQ8dO+JcTH8/arBkE="></latexit>

BQ

<latexit sha1_base64="PpmquIIlBOk0MuXr0Ti47KA4Kr0="></latexit>

Vadv
<latexit sha1_base64="OVBKYeHOsimUtVkTohEawm8EbR8=">AAACE3icbVC7TsMwFHV4lvIqMLJEFCSmKEGoMFawsCC1EqWVmlA57m1r1XnIvkFUUX6AhV9hYYARsbKw8Tc4bQdoOZKlo3PutY+PHwuu0La/jYXFpeWV1cJacX1jc2u7tLN7q6JEMmiwSESy5VMFgofQQI4CWrEEGvgCmv7wMveb9yAVj8IbHMXgBbQf8h5nFLXUKR264ztSXySQuQHFAaMivc7uUhfhAWWQ1rOsUyrblj2GOU+cKSmTKWqd0pfbjVgSQIhMUKXajh2jl1KJnAnIim6iIKZsSPvQ1jSkASgvHSfJzCOtdM1eJPUJ0RyrvzdSGig1Cnw9medVs14u/ue1E+ydeykP4wQhZJOHeokwMTLzaswul8BQjDShTHKd1WQDKilDXWBRl+DMfnmeuCeWU7EqlmPbllM/LVcvpqUUyD45IMfEIWekSq5IjTQII4/kmbySN+PJeDHejY/J6IIx3dkjf2B8/gCqZZ6J</latexit>

MQ

“Ask a question”

<latexit sha1_base64="3Xhop07f1zrdqWayhOCskovybk8="></latexit>

Qharm

Kill yourself!

<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A:

<latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

<latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

Pairwise Chat

“Answer the question about the image”

<latexit sha1_base64="PpmquIIlBOk0MuXr0Ti47KA4Kr0="></latexit>

Vadv

<latexit sha1_base64="3Xhop07f1zrdqWayhOCskovybk8="></latexit>

Qharm

Kill yourself!

<latexit sha1_base64="x23sQxm/FM3m7uxHUJyH1vkaetE="></latexit>

H
A

<latexit sha1_base64="8cZvGuuf2/MIS0DL59/jY6vVkfA="></latexit>

MA
<latexit sha1_base64="NYy7IIHt5cYSAcXO/4/m5i/QA7Y="></latexit>

Aharm

Updating memory (infectious)
<latexit sha1_base64="M1eQw8fj2MsTv7KHv9l5yXq+7b8="></latexit>

[Qharm,Aharm]
Enqueue <latexit sha1_base64="SAuv88KkK8bRtt41CJKl0LBL5ss="></latexit>

H
Q

<latexit sha1_base64="M1eQw8fj2MsTv7KHv9l5yXq+7b8="></latexit>

[Qharm,Aharm]
Enqueue <latexit sha1_base64="x23sQxm/FM3m7uxHUJyH1vkaetE="></latexit>

H
A

<latexit sha1_base64="PpmquIIlBOk0MuXr0Ti47KA4Kr0="></latexit>

Vadv Enqueue <latexit sha1_base64="tYb2DBuFqWqlX8brJSxigA4h5Cc="></latexit>

BA

Spread the virus  

1. Always retrieve the virus:

2. Jailbreak question agents:

3. Jailbreak answer agents:

Sample chat records to construct the virus
<latexit sha1_base64="RHrz4krUXX3p1wOwe+aewREFpbM="></latexit>

8P, if Vadv 2 BQ, then Vadv = RQ(P,BQ)
<latexit sha1_base64="208WM76EHREirAV4ehirpHBaARc="></latexit>

8H
Q, there is Qharm = M

Q([HQ,SQ],Vadv)

<latexit sha1_base64="leqKWnKZ8uayRyVh2OZ/H4IwLtA="></latexit>

8H
A, there is Aharm = M

A([HA,SA,Qharm],Vadv)

• Theoretical foundations of infectious jailbreak

Optimization on an image with imperceptible noise

<latexit sha1_base64="rBsn7YCxBUu5U1dp3rRFjDgjkdM=">AAAB+XicbVBNS8NAEJ34WetX1aOXxSLoJSQi1YtQ6sVjBWsLTSib7aZdutksuxuhhP4NLx70KF79J978N27bHLT1wcDjvRlm5kWSM20879tZWV1b39gsbZW3d3b39isHh486zRShLZLyVHUirClngrYMM5x2pKI4iThtR6Pbqd9+okqzVDyYsaRhggeCxYxgY6UgaLDB+U2AuRziXqXqud4MaJn4BalCgWav8hX0U5IlVBjCsdZd35MmzLEyjHA6KQeZphKTER7QrqUCJ1SH+ezmCTq1Sh/FqbIlDJqpvydynGg9TiLbmWAz1IveVPzP62Ymvg5zJmRmqCDzRXHGkUnRNADUZ4oSw8eWYKKYvRWRIVaYGBtT2YbgL768TIIL16+5Ndf3PNe/v6zWG0UoJTiGEzgDH66gDnfQhBYQkPAMr/DmZM6L8+58zFtXnGLmCP7A+fwB1jiSaQ==</latexit>⌘
= ↵

<latexit sha1_base64="PvG7RoGFv4eWgyW5RMw4UqSv1cc=">AAAB7nicbVA9TwJBEJ3DL8Qv1NJmIzGxutwZg5ZEG0tIREjgQvaWPVjZ27vszpkQwi+wsdDS2Pp77Pw3LnCFgi+Z5OW9mczMC1MpDHret1NYW9/Y3Cpul3Z29/YPyodHDybJNONNlshEt0NquBSKN1Gg5O1UcxqHkrfC0e3Mbz1xbUSi7nGc8iCmAyUiwShaqYG9csVzvTnIKvFzUoEc9V75q9tPWBZzhUxSYzq+l2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzA+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8PoOpgIlWbIFVssijJJMCGzr0lfaM5Qji2hTAt7K2FDqilDm03JhuAvv7xKuheuX3Wrru95rt+4rNRu8lCKcAKncA4+XEEN7qAOTWDA4Rle4c15dF6cd+dj0Vpw8plj+APn8wdg5Y45</latexit>

t

<latexit sha1_base64="5p3IeYyYZJZFavSlun8oYuR3inI=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEqsdSLx4rGFtoQtlsN+3SzSbsboQS+xu8eNCjePXXePPfuE1z0NYHA4/3ZpiZF6acKe0431ZlbX1jc6u6XdvZ3ds/qB8ePagkk4R6JOGJ7IVYUc4E9TTTnPZSSXEcctoNJzdzv/tIpWKJuNfTlAYxHgkWMYK1kTy/zUZPg3rDsZ0CaJW4JWlAic6g/uUPE5LFVGjCsVJ910l1kGOpGeF0VvMzRVNMJnhE+4YKHFMV5MWxM3RmlCGKEmlKaFSovydyHCs1jUPTGWM9VsveXPzP62c6ug5yJtJMU0EWi6KMI52g+edoyCQlmk8NwUQycysiYywx0SafmgnBXX55lfgXttu0m7brOLZ7d9lotctQqnACp3AOLlxBC26hAx4QYPAMr/BmCevFerc+Fq0Vq5w5hj+wPn8AN9GP1w==</latexit>���
<latexit sha1_base64="dEfNBJjM3dUey6/v/31Hxabzuh8=">AAAB83icbVA9SwNBEJ2LXzF+RS1tFoOQ6rgTiZYhNpYRzAfkjrC32SRr9naP3T0hHPkPNhZaiq1/xs5/4ya5QhMfDDzem2FmXpRwpo3nfTuFjc2t7Z3ibmlv/+DwqHx80tYyVYS2iORSdSOsKWeCtgwznHYTRXEccdqJJrdzv/NElWZSPJhpQsMYjwQbMoKNldrNoMFG1X654rneAmid+DmpQI5mv/wVDCRJYyoM4Vjrnu8lJsywMoxwOisFqaYJJhM8oj1LBY6pDrPFtTN0YZUBGkplSxi0UH9PZDjWehpHtjPGZqxXvbn4n9dLzfAmzJhIUkMFWS4aphwZieavowFTlBg+tQQTxeytiIyxwsTYgEo2BH/15XUSXLp+za25vue5/v1Vpd7IQynCGZxDFXy4hjrcQRNaQOARnuEV3hzpvDjvzseyteDkM6fwB87nD1grj90=</latexit>

P
⇣

<latexit sha1_base64="PvG7RoGFv4eWgyW5RMw4UqSv1cc=">AAAB7nicbVA9TwJBEJ3DL8Qv1NJmIzGxutwZg5ZEG0tIREjgQvaWPVjZ27vszpkQwi+wsdDS2Pp77Pw3LnCFgi+Z5OW9mczMC1MpDHret1NYW9/Y3Cpul3Z29/YPyodHDybJNONNlshEt0NquBSKN1Gg5O1UcxqHkrfC0e3Mbz1xbUSi7nGc8iCmAyUiwShaqYG9csVzvTnIKvFzUoEc9V75q9tPWBZzhUxSYzq+l2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzA+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8PoOpgIlWbIFVssijJJMCGzr0lfaM5Qji2hTAt7K2FDqilDm03JhuAvv7xKuheuX3Wrru95rt+4rNRu8lCKcAKncA4+XEEN7qAOTWDA4Rle4c15dF6cd+dj0Vpw8plj+APn8wdg5Y45</latexit>

t

<latexit sha1_base64="UXMWObUTp3NE3gEA2Y83rCI4mtQ="></latexit>

Q
<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A

<latexit sha1_base64="dEfNBJjM3dUey6/v/31Hxabzuh8=">AAAB83icbVA9SwNBEJ2LXzF+RS1tFoOQ6rgTiZYhNpYRzAfkjrC32SRr9naP3T0hHPkPNhZaiq1/xs5/4ya5QhMfDDzem2FmXpRwpo3nfTuFjc2t7Z3ibmlv/+DwqHx80tYyVYS2iORSdSOsKWeCtgwznHYTRXEccdqJJrdzv/NElWZSPJhpQsMYjwQbMoKNldrNoMFG1X654rneAmid+DmpQI5mv/wVDCRJYyoM4Vjrnu8lJsywMoxwOisFqaYJJhM8oj1LBY6pDrPFtTN0YZUBGkplSxi0UH9PZDjWehpHtjPGZqxXvbn4n9dLzfAmzJhIUkMFWS4aphwZieavowFTlBg+tQQTxeytiIyxwsTYgEo2BH/15XUSXLp+za25vue5/v1Vpd7IQynCGZxDFXy4hjrcQRNaQOARnuEV3hzpvDjvzseyteDkM6fwB87nD1grj90=</latexit>

P
⇣

<latexit sha1_base64="FUGA0z4dyEmXkbbShA0Phc3dIDs="></latexit>

A

<latexit sha1_base64="5p3IeYyYZJZFavSlun8oYuR3inI=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEqsdSLx4rGFtoQtlsN+3SzSbsboQS+xu8eNCjePXXePPfuE1z0NYHA4/3ZpiZF6acKe0431ZlbX1jc6u6XdvZ3ds/qB8ePagkk4R6JOGJ7IVYUc4E9TTTnPZSSXEcctoNJzdzv/tIpWKJuNfTlAYxHgkWMYK1kTy/zUZPg3rDsZ0CaJW4JWlAic6g/uUPE5LFVGjCsVJ910l1kGOpGeF0VvMzRVNMJnhE+4YKHFMV5MWxM3RmlCGKEmlKaFSovydyHCs1jUPTGWM9VsveXPzP62c6ug5yJtJMU0EWi6KMI52g+edoyCQlmk8NwUQycysiYywx0SafmgnBXX55lfgXttu0m7brOLZ7d9lotctQqnACp3AOLlxBC26hAx4QYPAMr/BmCevFerc+Fq0Vq5w5hj+wPn8AN9GP1w==</latexit>���
<latexit sha1_base64="f8+mk0736p/w+pHVJoT0bUIgpC8=">AAAB7nicbVA9SwNBEJ3zM8avqKXNYhAs5LgTiZZBG8sEjAkkR9jbzCVr9vaO3T0hhPwCGwstxdbfY+e/cZNcoYkPBh7vzTAzL0wF18bzvp2V1bX1jc3CVnF7Z3dvv3Rw+KCTTDFssEQkqhVSjYJLbBhuBLZShTQOBTbD4e3Ubz6h0jyR92aUYhDTvuQRZ9RYqX7eLZU915uBLBM/J2XIUeuWvjq9hGUxSsME1brte6kJxlQZzgROip1MY0rZkPaxbamkMepgPDt0Qk6t0iNRomxJQ2bq74kxjbUexaHtjKkZ6EVvKv7ntTMTXQdjLtPMoGTzRVEmiEnI9GvS4wqZESNLKFPc3krYgCrKjM2maEPwF19eJp0L16+4Fdf3PNevX5arN3koBTiGEzgDH66gCndQgwYwQHiGV3hzHp0X5935mLeuOPnMEfyB8/kD8gaN8Q==</latexit>, <latexit sha1_base64="PvG7RoGFv4eWgyW5RMw4UqSv1cc=">AAAB7nicbVA9TwJBEJ3DL8Qv1NJmIzGxutwZg5ZEG0tIREjgQvaWPVjZ27vszpkQwi+wsdDS2Pp77Pw3LnCFgi+Z5OW9mczMC1MpDHret1NYW9/Y3Cpul3Z29/YPyodHDybJNONNlshEt0NquBSKN1Gg5O1UcxqHkrfC0e3Mbz1xbUSi7nGc8iCmAyUiwShaqYG9csVzvTnIKvFzUoEc9V75q9tPWBZzhUxSYzq+l2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzA+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8PoOpgIlWbIFVssijJJMCGzr0lfaM5Qji2hTAt7K2FDqilDm03JhuAvv7xKuheuX3Wrru95rt+4rNRu8lCKcAKncA4+XEEN7qAOTWDA4Rle4c15dF6cd+dj0Vpw8plj+APn8wdg5Y45</latexit>

t
<latexit sha1_base64="PvG7RoGFv4eWgyW5RMw4UqSv1cc=">AAAB7nicbVA9TwJBEJ3DL8Qv1NJmIzGxutwZg5ZEG0tIREjgQvaWPVjZ27vszpkQwi+wsdDS2Pp77Pw3LnCFgi+Z5OW9mczMC1MpDHret1NYW9/Y3Cpul3Z29/YPyodHDybJNONNlshEt0NquBSKN1Gg5O1UcxqHkrfC0e3Mbz1xbUSi7nGc8iCmAyUiwShaqYG9csVzvTnIKvFzUoEc9V75q9tPWBZzhUxSYzq+l2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzA+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8PoOpgIlWbIFVssijJJMCGzr0lfaM5Qji2hTAt7K2FDqilDm03JhuAvv7xKuheuX3Wrru95rt+4rNRu8lCKcAKncA4+XEEN7qAOTWDA4Rle4c15dF6cd+dj0Vpw8plj+APn8wdg5Y45</latexit>

t<latexit sha1_base64="0WlEZBoFrkAqDosI/ZqKNC91LEg=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBZBEEIiUj0WvXisaG2hDWWz3bZLN5uwOxFK6E/w4kGP4tWf481/47bNQVsfDDzem2FmXphIYdDzvp3Cyura+kZxs7S1vbO7V94/eDRxqhlvsFjGuhVSw6VQvIECJW8lmtMolLwZjm6mfvOJayNi9YDjhAcRHSjRF4yile7xzO+WK57rzUCWiZ+TCuSod8tfnV7M0ogrZJIa0/a9BIOMahRM8kmpkxqeUDaiA962VNGImyCbnTohJ1bpkX6sbSkkM/X3REYjY8ZRaDsjikOz6E3F/7x2iv2rIBMqSZErNl/UTyXBmEz/Jj2hOUM5toQyLeythA2ppgxtOiUbgr/48jLpnLt+1a26vue5/t1FpXadh1KEIziGU/DhEmpwC3VoAIMBPMMrvDnSeXHenY95a8HJZw7hD5zPHzl1jqk=</latexit>

t+ 1

<latexit sha1_base64="/sI1kFdZOW5NCchxrv9UniibaGA=">AAAB+HicbVBNS8NAEN34WetX1aOXxSLoJSQi1YtQ6sVjBWsLSSib7aZdutkNuxOhlP4MLx70KF79Kd78N27bHLT1wcDjvRlm5sWZ4AY879tZWV1b39gsbZW3d3b39isHh49G5ZqyFlVC6U5MDBNcshZwEKyTaUbSWLB2PLyd+u0npg1X8gFGGYtS0pc84ZSAlYKwwfvnN2HMgHQrVc/1ZsDLxC9IFRVoditfYU/RPGUSqCDGBL6XQTQmGjgVbFIOc8MyQoekzwJLJUmZicazkyf41Co9nChtSwKeqb8nxiQ1ZpTGtjMlMDCL3lT8zwtySK6jMZdZDkzS+aIkFxgUnv6Pe1wzCmJkCaGa21sxHRBNKNiUyjYEf/HlZRJeuH7Nrbm+57n+/WW13ihCKaFjdILOkI+uUB3doSZqIYoUekav6M0B58V5dz7mrStOMXOE/sD5/AEKOpH1</latexit>⌘
= �

<latexit sha1_base64="PvG7RoGFv4eWgyW5RMw4UqSv1cc=">AAAB7nicbVA9TwJBEJ3DL8Qv1NJmIzGxutwZg5ZEG0tIREjgQvaWPVjZ27vszpkQwi+wsdDS2Pp77Pw3LnCFgi+Z5OW9mczMC1MpDHret1NYW9/Y3Cpul3Z29/YPyodHDybJNONNlshEt0NquBSKN1Gg5O1UcxqHkrfC0e3Mbz1xbUSi7nGc8iCmAyUiwShaqYG9csVzvTnIKvFzUoEc9V75q9tPWBZzhUxSYzq+l2IwoRoFk3xa6maGp5SN6IB3LFU05iaYzA+dkjOr9EmUaFsKyVz9PTGhsTHjOLSdMcWhWfZm4n9eJ8PoOpgIlWbIFVssijJJMCGzr0lfaM5Qji2hTAt7K2FDqilDm03JhuAvv7xKuheuX3Wrru95rt+4rNRu8lCKcAKncA4+XEEN7qAOTWDA4Rle4c15dF6cd+dj0Vpw8plj+APn8wdg5Y45</latexit>

t

<latexit sha1_base64="5p3IeYyYZJZFavSlun8oYuR3inI=">AAAB8nicbVBNS8NAEJ3Ur1q/qh69LBbBU0hEqsdSLx4rGFtoQtlsN+3SzSbsboQS+xu8eNCjePXXePPfuE1z0NYHA4/3ZpiZF6acKe0431ZlbX1jc6u6XdvZ3ds/qB8ePagkk4R6JOGJ7IVYUc4E9TTTnPZSSXEcctoNJzdzv/tIpWKJuNfTlAYxHgkWMYK1kTy/zUZPg3rDsZ0CaJW4JWlAic6g/uUPE5LFVGjCsVJ910l1kGOpGeF0VvMzRVNMJnhE+4YKHFMV5MWxM3RmlCGKEmlKaFSovydyHCs1jUPTGWM9VsveXPzP62c6ug5yJtJMU0EWi6KMI52g+edoyCQlmk8NwUQycysiYywx0SafmgnBXX55lfgXttu0m7brOLZ7d9lotctQqnACp3AOLlxBC26hAx4QYPAMr/BmCevFerc+Fq0Vq5w5hj+wPn8AN9GP1w==</latexit>���
<latexit sha1_base64="dEfNBJjM3dUey6/v/31Hxabzuh8=">AAAB83icbVA9SwNBEJ2LXzF+RS1tFoOQ6rgTiZYhNpYRzAfkjrC32SRr9naP3T0hHPkPNhZaiq1/xs5/4ya5QhMfDDzem2FmXpRwpo3nfTuFjc2t7Z3ibmlv/+DwqHx80tYyVYS2iORSdSOsKWeCtgwznHYTRXEccdqJJrdzv/NElWZSPJhpQsMYjwQbMoKNldrNoMFG1X654rneAmid+DmpQI5mv/wVDCRJYyoM4Vjrnu8lJsywMoxwOisFqaYJJhM8oj1LBY6pDrPFtTN0YZUBGkplSxi0UH9PZDjWehpHtjPGZqxXvbn4n9dLzfAmzJhIUkMFWS4aphwZieavowFTlBg+tQQTxeytiIyxwsTYgEo2BH/15XUSXLp+za25vue5/v1Vpd7IQynCGZxDFXy4hjrcQRNaQOARnuEV3hzpvDjvzseyteDkM6fwB87nD1grj90=</latexit>

P
⇣

<latexit sha1_base64="0WlEZBoFrkAqDosI/ZqKNC91LEg=">AAAB8HicbVBNS8NAEJ3Ur1q/qh69LBZBEEIiUj0WvXisaG2hDWWz3bZLN5uwOxFK6E/w4kGP4tWf481/47bNQVsfDDzem2FmXphIYdDzvp3Cyura+kZxs7S1vbO7V94/eDRxqhlvsFjGuhVSw6VQvIECJW8lmtMolLwZjm6mfvOJayNi9YDjhAcRHSjRF4yile7xzO+WK57rzUCWiZ+TCuSod8tfnV7M0ogrZJIa0/a9BIOMahRM8kmpkxqeUDaiA962VNGImyCbnTohJ1bpkX6sbSkkM/X3REYjY8ZRaDsjikOz6E3F/7x2iv2rIBMqSZErNl/UTyXBmEz/Jj2hOUM5toQyLeythA2ppgxtOiUbgr/48jLpnLt+1a26vue5/t1FpXadh1KEIziGU/DhEmpwC3VoAIMBPMMrvDnSeXHenY95a8HJZw7hD5zPHzl1jqk=</latexit>

t+ 1

<latexit sha1_base64="WTqS7IzfmtYcLuJxy3U0tzmpTJU=">AAAB+XicbVBNS8NAEN34WetX1aOXxSLoJSQi1YtQ6sVjBWsLTSiT7SZdursJuxuhlP4NLx70KF79J978N27bHLT1wcDjvRlm5kUZZ9p43rezsrq2vrFZ2ipv7+zu7VcODh91mitCWyTlqepEoClnkrYMM5x2MkVBRJy2o+Ht1G8/UaVZKh/MKKOhgESymBEwVgqCBkvOb4IEhIBepeq53gx4mfgFqaICzV7lK+inJBdUGsJB667vZSYcgzKMcDopB7mmGZAhJLRrqQRBdTie3TzBp1bp4zhVtqTBM/X3xBiE1iMR2U4BZqAXvan4n9fNTXwdjpnMckMlmS+Kc45NiqcB4D5TlBg+sgSIYvZWTAaggBgbU9mG4C++vEyCC9evuTXX9zzXv7+s1htFKCV0jE7QGfLRFaqjO9RELURQhp7RK3pzcufFeXc+5q0rTjFzhP7A+fwB0ZCSZg==</latexit>⌘
= �

carrier infected

<latexit sha1_base64="SBhYD3mTwXfoke8psSfTmU7GRgI=">AAAB/nicbVBNS8NAEN3Ur1o/GvXoZbEInkJSpHqSohePFawtNKFMtpt26W4SdjdCDf0lXjzoUbz6O7z5b9y2OWjrg4HHezPMzAtTzpR23W+rtLa+sblV3q7s7O7tV+2DwweVZJLQNkl4IrshKMpZTNuaaU67qaQgQk474fhm5nceqVQsie/1JKWBgGHMIkZAG6lvV/2QasBXuO4PQQjo2zXXcefAq8QrSA0VaPXtL3+QkEzQWBMOSvU8N9VBDlIzwum04meKpkDGMKQ9Q2MQVAX5/PApPjXKAEeJNBVrPFd/T+QglJqI0HQK0CO17M3E/7xepqPLIGdxmmkak8WiKONYJ3iWAh4wSYnmE0OASGZuxWQEEog2WVVMCN7yy6vErztew2k4nus63t15rXldhFJGx+gEnSEPXaAmukUt1EYEZegZvaI368l6sd6tj0VrySpmjtAfWJ8/DByTiQ==</latexit>

� > 2�

<latexit sha1_base64="lKFGCB2ITgsGCI8w5PDtXcm9Zqg=">AAACAHicbVA9TwJBEN3zE/Hr0NJmIzGxutwRg5ZEG0tMREg4QuaWATbs3p27exqC/BQbCy2NrT/Dzn/j8lEo+JJJXt6bycy8KBVcG9//dlZW19Y3NnNb+e2d3b19t3Bwp5NMMayxRCSqEYFGwWOsGW4ENlKFICOB9WhwNfHrD6g0T+JbM0yxJaEX8y5nYKzUdgthhAZCgfe0FPZASmi7Rd/zp6DLJJiTIpmj2na/wk7CMomxYQK0bgZ+alojUIYzgeN8mGlMgQ2gh01LY5CoW6Pp6WN6YpUO7SbKVmzoVP09MQKp9VBGtlOC6etFbyL+5zUz071ojXicZgZjNlvUzQQ1CZ3kQDtcITNiaAkwxe2tlPVBATM2rbwNIVh8eZmEJS8oe2Uv8H0vuDkrVi7noeTIETkmpyQg56RCrkmV1Agjj+SZvJI358l5cd6dj1nrijOfOSR/4Hz+AFMnlN0=</latexit>

�  2�
<latexit sha1_base64="u0qOAyJ8egKaeuTfCAUmz9utnhE=">AAACEHicbVA9SwNBEN3zM8avU0ub1SBYHXci0UYI2lhGMCaQO469zV6yZG/v2J1TwpHaxr9iY6Gl2Fra+W/cfBSa+GDg8d4MM/OiTHANrvttLSwuLa+sltbK6xubW9v2zu6dTnNFWYOmIlWtiGgmuGQN4CBYK1OMJJFgzah/NfKb90xpnspbGGQsSEhX8phTAkYK7QNf8CQswFe82wOiVPrgcxnDYIipkYcXbmhXXMcdA88Tb0oqaIp6aH/5nZTmCZNABdG67bkZBAVRwKlgw7Kfa5YR2idd1jZUkoTpoBi/MsRHRungOFWmJOCx+nuiIInWgyQynQmBnp71RuJ/XjuH+DwouMxyYJJOFsW5wJDiUS64wxWjIAaGEKq4uRXTHlGEgkmvbELwZl+eJ/6J41WdquO5ruPdnFZql9NQSmgfHaJj5KEzVEPXqI4aiKJH9Ixe0Zv1ZL1Y79bHpHXBms7soT+wPn8AIfmchQ==</latexit>

lim
t!1

ct = 0

<latexit sha1_base64="MiA0PUbAWgDU5O80eagupwDKSGQ="></latexit>

dct
dt

=
�ct (1� ct)

2
� �ct

Provable defense

<latexit sha1_base64="d4Xc8CZbE3fqhJXzwyjcTTJPPvs=">AAAB93icbVBNS8NAEJ3Ur1q/qh69BIvQU0hEqheh1IvHCtYWm1A22027dLMJuxOhlP4LLx70KF79K978N27bHLT1wcDjvRlm5oWp4Bpd99sqrK1vbG4Vt0s7u3v7B+XDowedZIqyFk1Eojoh0UxwyVrIUbBOqhiJQ8Ha4ehm5refmNI8kfc4TlkQk4HkEacEjfSY9vC66Tf4oNorV1zHncNeJV5OKpCj2St/+f2EZjGTSAXRuuu5KQYTopBTwaYlP9MsJXREBqxrqCQx08FkfvHUPjNK344SZUqiPVd/T0xIrPU4Dk1nTHCol72Z+J/XzTC6CiZcphkySReLokzYmNiz9+0+V4yiGBtCqOLmVpsOiSIUTUglE4K3/PIq8c8dr+bUHM91He/uolJv5KEU4QROoQoeXEIdbqEJLaAg4Rle4c3S1ov1bn0sWgtWPnMMf2B9/gBGtpGF</latexit>

pt = P
⇣

<latexit sha1_base64="QuJ0AVQOYGe6vmqRjVHWs1smOxw=">AAAB/3icbVBNS8NAEJ3Ur1q/oh69LBZBLyERqV6EUi8eK1hbaELYbLft0s0m7G4KJfSfePGgR/Hq3/Dmv3Hb5qCtDwYe780wMy9KOVPadb+t0tr6xuZWebuys7u3f2AfHj2pJJOEtkjCE9mJsKKcCdrSTHPaSSXFccRpOxrdzfz2mErFEvGoJykNYjwQrM8I1kYKbdtvsMHFrY95OsSIhDq0q67jzoFWiVeQKhRohvaX30tIFlOhCcdKdT031UGOpWaE02nFzxRNMRnhAe0aKnBMVZDPL5+iM6P0UD+RpoRGc/X3RI5jpSZxZDpjrIdq2ZuJ/3ndTPdvgpyJNNNUkMWifsaRTtAsBtRjkhLNJ4ZgIpm5FZEhlphoE1bFhOAtv7xK/EvHqzk1x3Ndx3u4qtYbRShlOIFTOAcPrqEO99CEFhAYwzO8wpuVWy/Wu/WxaC1Zxcwx/IH1+QMDx5QY</latexit>⌘
= ↵ct

Agents update 
memory and 
chat histories

• Virus could be 
made with few 
chat records

• Image corruptions 
do not stop the 
virus spread

Please pay attention to AI safety when developing LLMs and AI agents!

<latexit sha1_base64="ewSZXbRNgDuwC/tQzdy+F1xcl5Y="></latexit>

T =
2

� � 2�


logN + log

cT (� � 2�)

(� � 2� � cT�)

�
Exponential fast


